
www.ijaret.org                                                                                                                                       Vol. 1, Issue XI, Dec.2013  
                                                                                                                                                                            ISSN 2320-6802 

INTERNATIONAL JOURNAL FOR ADVANCE RESEARCH IN 

ENGINEERING AND TECHNOLOGY 
WINGS TO YOUR THOUGHTS….. 

  
Page 24 

 
  

Abstract: In this paper, a robust digital video watermarking scheme is proposed. This method has been proposed for 

violation of copying and distribution of multimedia without having the copyright permissions. This algorithm shows 

robustness, security and authentication against the intentional attacks. This paper shows new results of high 

robustness and versatility in performance for all compressed and non- compressed video formats so it can be easily 

suitable for real time applications. 
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1. INTRODUCTION 
Video Watermarking is a young and rapidly evolving field in 

the area of multimedia. Following factors have contributed 

towards the triggering of interest in this field [3]. The society 

is contaminated by the tremendous piracy of digital data, as 

copying of digital media has become comparatively easy. 

This is an era where need has arise for fight against 

“Intellectual property rights infringements”.  Copyright 

protection must not be eroded due to intentional attacks. 

Tampering of the digital data needs to be concealed at some 

point. The requirement of secure communication and digital 

data transfer has potentially increased with the development 

of multimedia [14] [15]. Watermarking may be visible or 

invisible. Invisible watermarking implies that the presence of 

the watermark is barely discernible when the watermarked 

signal is displayed. Watermark embedding may bring in 

diminutive distortion into the audible or visible components 

of the watermarked signal. If the watermark cannot be easily 

removed from the watermarked signal even after applying 

common watermarking attacks then it is referred as robust 

embedding. The basic processes involved in robust 

Watermarking are watermark embedding, attack, and 

watermark extraction. In watermark embedding, a watermark 

signal (Text, image or audio etc) is constructed and then 

Embedded into an original signal (Video in context with this 

paper) to produce the watermarked signal. Once embedding 

is done, the watermarked video can be subjected to various 

attacks. Video watermarking embeds data in the video for the 

purpose of identification, security and copyright. A number 

of video watermarking techniques have been proposed. 

These techniques exploit different ways in order to embed a 

robust watermark and to maintain original video fidelity. 

Conventional encryption algorithms permit only authorized 

users to access encrypted digital data [16] [18]. Once such 

data are decrypted, however, there is no way in prohibiting 

its illegal copying and distribution.  Many algorithms for 

developing watermarks on images are extended for videos. 

But some points need to be considered during the extensions.  

a) Between the frames there exists a huge amount of 

intrinsically redundant data. 

b) There must be a strong balance between the motion 

and the motionless regions  

c)  Strong concern must be put forth on real time and 

streaming video applications. 

 

The following aspects are important for the design of video 

watermarking systems.  

a) Imperceptibility: The watermark embedding should 

cause as little degradation in the quality of the 

original video. 

b) Robustness: The watermark must be robust to 

common signal processing manipulations and 

attempts to remove or impair the watermark [12].  
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c) Security: The embedded information must be secure 

against tampering.  

d) Capacity: The amount of embedded information 

must be large enough to uniquely identify the owner 

of the video. 

Copyright protection of image, audio, and video continues to 

remain the main objective of digital watermarking. Digital 

watermark is a visible or an invisible mark inserted into a 

digital media, which generally serves the purpose of 

identifying the Copyright owner of the media and acts as a 

deterrent for illegal copying and distribution [7] [8] [9]. In 

this paper, we propose a robust digital video watermarking 

scheme using fuzzy logic method for detecting the noisy 

portions in the video frames before adding the watermark 

data to it [1]. 

This paper is organized into 4 sections. The next section 

presents the details of the proposed video watermark 

scheme and the results are shown in section 3.Section 4 

provides a conclusion and a further improvement of the 

scheme [6]. 

1.1. VIDEO FORMATS 

The input video can be of any format-lossy or lossless. It can 

be in form of compressed format and uncompressed format. 
There are various formats that can be considered.  

a. MPEG (.mpg): Moving Picture Experts Group.  

The term also refers to the family of digital video 

compression standards and file formats developed 

by the ISO group. This format compresses data to 

form small bits that can be easily decompressed and 

transmitted. MPEG achieves high compression rate 

by storing only the changes from one frame to 

another, instead of each entire frame [4] [5]. 

            The major MPEG standards include the following: 

 MPEG-1: The MPEG-1 standard provides a video 

resolution of 352x240 at 30 frames per second (fps). 

This produces video quality slightly below the 

quality of conventional VCR videos. 

 MPEG-2: provides 720x480 and 1280x720 

resolution at 60 fps, with full CD-quality audio. 

MPEG-2 is sufficient for all the major TV 

standards, and even HDTV. It is used by DVD-

ROMs. It can compress a 2 hour video into a few 

gigabytes. An MPEG-2 data stream requires only 

modest computing power during decompression; 

encoding video in MPEG-2 format requires 

significantly more processing power. 

 

b. AVI (.avi): AVI means Audio Video Interleave, 

introduced by Microsoft in November 1992 as part 

of its Video for Windows technology. An AVI file 

contains both audio and video data that allows 

synchronous audio-with-video playback. Like the 

DVD video format, AVI files support audio and 

video multiple streaming, although these features 

are seldom used. Uncompressed AVI: AVI files can 

be formed with no Compression, resulting in large 

file sizes, but with no loss of quality from the input 

video to the saved file. This also requires no codec‟s 

to be installed, either for saving or playback.  

c. MATROSKA (.mkv):  An MKV file means 

Matroska file. It is an alternative to the popular AVI 

and MP4 formats. It is an open source container 

format for saving audio and video files. Matroska is 

designed with the future in mind. It includes 

features of modern container format, like: 

 Fast seeking in the file 

 Chapter entries 

 Full metadata (tags) support 

 Selectable subtitle/audio/video streams 

 Modularly expandable 

 Error resilience (can recover playback   

       even when the stream is damaged) 

 

d. WINDOWS MEDIA VIDEO (.wmv): In this 

format advances was the idea of "streaming video" 

– where a computer downloads only a part of a 

video and begins to play while the download 

continues - this means a user don't have to wait for 

hours for a movie to download before start 

watching. WMV format has grown to include 

support for high definition 720 and 1080 video. 

 

e. H.264/MPEG4-AVC video (.mp4): This format 

sends highly compressed low resolution video 

across the web and then encodes a high definition 

movie at super high bitrates for delivery to a High 

Definition television. This is a very common codec 

for camcorders and digital video Cameras. 

f.  REAL MEDIA VARIABLE BITRATE (.rmvb): 
Files that contain this extension constitutes video 

files that can be played on a user's personal 

computer. This format was created by Real 

Networks Inc. it is perfect for distributing movies 

on the Web, as the file sizes are smaller than the 

traditional video formats even though the video 

quality is superior. RMVB has become very popular 

in the distribution of Anime and Asian movies. 

http://www.webopedia.com/TERM/D/digital_video.html
http://www.webopedia.com/TERM/F/frame.html
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g. DIGITAL VIDEO (.dv): DV is a format for 

storing digital video. It was launched in 1995 with 

joint efforts of leading producers of video camera 

recorders. DV uses lossy 

compression of video while audio is stored 

uncompressed. 

2. PROPOSED ALGORITHM 
The proposed algorithm constitutes the watermark 

embedding and watermark extraction process and the 

structure diagram is presented in fig. 1 and fig. 2. 

 

A. Watermark embedding 

Before embedding the watermark, video is first read from 

computer frame by frame. The main parameters should be 

taken care of. Frame size needs to be accurate and frames per 

second. Watermark should be converted to ASCII code. 

Read the video file from pc frame by frame. 

The detail of watermarking process is below: 

  

 

            Figure 1: Flow chart for watermark embedding 

Before adding the watermark in video frames, separate out 

the R, G, B components of each frame. Get the noisy 

portions in any of the R, G, or B components by using 3X3 

fuzzy logic scanning mask. Noisy portions will be detected 

by setting up the threshold value Th. The number of noisy 

portions should be more than the number of data bytes to be 

stored in those noisy portions. Now add the watermark to the 

noisy portions and also the threshold value and save the 

watermarked video. Calculate the PSNR and MSE between 

the watermarked and original video. 

 

 

 

 

For noise detection the method used is processing of pixel 

vicinities, the 3x3 mask selected for scanning passes on 

pixel values to the fuzzy system input. Each pixel is 

examined for the whole video is scanned. Noise can be 

detected by setting up the threshold th. And by comparing 

each pixel value of rows and columns noise can be detected. 

 

B. Watermark Extraction 

 

          Figure 2: Flow chart for watermark extraction  

http://en.wikipedia.org/wiki/Digital_video
http://en.wikipedia.org/wiki/Camcorder
http://en.wikipedia.org/wiki/Camcorder
http://en.wikipedia.org/wiki/Camcorder
http://en.wikipedia.org/wiki/Lossy_compression
http://en.wikipedia.org/wiki/Lossy_compression
http://en.wikipedia.org/wiki/Video
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Watermark extraction is a process of extracting the 

watermark from the video in which watermark is embedded. 

Before extracting the watermark from the watermarked 

video, separate out the watermarked video in its R, G and B 

components. Compute the noisy portions in video frames at 

the same threshold value.    Create the noise table in 

MATLAB so as to extract the watermarked data from those 

noisy portions. There can be some intentional attacks that 

can be happened to the watermarked video which 

deteriorates the quality of video and can create a loss of 

watermarked data. These attacks can be frame swapping, 

frame averaging and frame dropping. 

FRAME AVERAGING: Frame Averaging is the attack 

which produces a single video frame representing an average 

of a series of frames on a pixel by pixel basis [5]. Each pixel 

in resulting frame is the average value of the positional 

corresponding pixels from a selected series of frames. It is 

very effective for removing dynamic noise like “snow” from 

video pictures of relatively static subjects. 

FRAME SWAPPING: Frame swapping attacks causes the 

modification of the order of 2 or more frames in a 

watermarked video. And it cannot be visualized by a human 

eye. 

FRAME DROPPING: This kind of attack just simply drops 

one or 2 frames from a video i. e. removing one or several 

frames from a watermarked video. 

3. EXPERIMENTAL RESULTS AND 

ANALYSIS 
In this experiment, we have implemented the proposed video 

watermarking algorithm under visual studio 2008 

environment. We considered two videos, one is normal 

colored video “clip” and other is medical video “ultrasound 

of abdominal pain”. The size of the mpg video we used is 

320 x 240. 

 

 Firstly the results for the capacity of data to be 

watermarked in a video is considered and with 

respect to that calculation of PSNR, MSE and time 

consumed for such calculation is done. 

 

𝑃𝑆𝑁𝑅= 10 𝑙𝑜𝑔10( 
𝑀𝐴𝑋𝐼

2

𝑀𝑆𝐸
 )  

𝑀𝑆𝐸=
1

𝑚 𝑛
   [𝐼 𝑖,𝑗 −𝐾(𝑖,𝑗)]2

𝑛−1

𝑗= 0

𝑚−1

𝑖= 0

 

 
Table No. 1 

Figure3: normal colored video „clip.mpg‟ 

 

 
Figure 4: PSNR Vs. Length of data 

 

 
Figure 5: MSE Vs. Length of data 

 

 
Figure 6: Time Consumed  Vs. Length of data 
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      Figure 7: MSE  Vs. PSNR 

 

Here in above fig. 3 first test video “normal colored video 

has been shown. And fig. 4 shows the graph for variation in 

PSNR with the increase in length of data. Hence it concludes 

that video quality decreases with increase in length of data. 

Similarly, in fig. 5 MSE increases with increase in length of 

data. And hence in fig. 6 time taken to embed watermark of 

large bytes also increases with increase in length of bytes. 

Fig. 7 shows the relationship between PSNR and MSE. 

 

 
Table No. 2 

 

 
Figure 8: medical video „ultrasound of abdominal pain‟ (.mpg) 

 

 
 Figure 9: PSNR Vs. Length of data 

 

 
 Figure 10: MSE Vs. Length of data 

 

 
Figure 11: Time Consumed  Vs. Length of data 

 

 
        Figure 12: MSE  Vs. PSNR 

 

Here in above fig. 8 Second test video “ultrasound of 

abdominal pain” has been shown. And fig. 9 shows the graph 

for variation in PSNR with the increase in length of data. 

Hence it concludes that video quality decreases with increase 

in length of data. Similarly, in fig. 10 MSE increases with 
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increase in length of data. And hence in fig. 11 time taken to 

embed watermark of large bytes also increases with increase 

in length of bytes. Fig. 12 shows the relationship between 

PSNR and MSE. Now consider the watermark to be 

embedded is of 2445 bytes or 19560 bits. After selecting a 

threshold value, we calculated the noisy portions for 

embedding 2445 bytes of data (text). Calculate the PSNR and 

MSE for the scaling factor of 1, 0.75, and 0.5 the results 

shows the PSNR and MSE of various video formats 

(compressed and non compressed video formats. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

RESULTS OF PSNR AND MSE IS 

Table No. 3- Comparison of PSNR and MSE for various formats 

 
Results after the intentional attacks i.e. frame swapping, frame averaging, frame dropping and combined attacks are shown in 

Table No. 4 with the comparison of results from [2] 
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Table No. 4- Comparison of Results of Bit Equality (%) for different attacks 

 
The Table No. 1 shows the effect of increasing the capacity 

or length of data to be watermarked on the host video 

“normal colored video” and similarly Table No. 2 shows the 

effect of same on medical video “ultrasound of abdominal 

pain”. Table No. 3 indicates the versatility of the proposed 

approach for various video formats. Note that higher scaling 

factor shows higher PSNR and lesser MSE except in case of 

.dv format and a distortion in watermarked frames causes 

visual degradation. Table No. 4 shows that the watermark is 

perfectly extracted for intentional attack except in the case of 

frame dropping as each frame contains different hidden 

information but bit equality can be 100% depending on the 

frame which has been dropped and the capacity of hidden 

information in that particular frame. 

4. CONCLUSION AND FUTURE SCOPE 
In this paper, a new video watermarking technique based on 

fuzzy based system was proposed. As experimental results 

show that the proposed algorithm is highly robust. This 

algorithm is applicable for all the video formats 

(compressed and uncompressed form). The proposed work 

is also secure and authenticated for the prevention of 

watermark distortion after intentional attacks like frame 

swapping, frame averaging, and frame dropping [19] [21]. 

In future, hence, the algorithm is more versatile to all the 

real time formats of videos either downloaded from the web 

or through the cameras and camcorders. Computational 

complexity and time consumption is the main issue related 

to this approach. 
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