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Abstract: Routing protocol is used to find out the path without any selfish node i.e. the nodes whose energy is low
may not be the part of the route from source to destination. After having the following information a neighbor list is
generated. First source node send the hello request packets to all its neighbors, then all the nodes who received the
hello request packets send the unicast hello reply packets to the source node by using this neighbor list source
address checks whether the destination node is in its vicinity or not, if the destination node is in its vicinity then it
directly unicast the packet to the destination node otherwise we apply the Roulette wheel mechanism to find out the
destination node by using the neighbor list. The process goes on until the hop count maximum limit exceeds or the
packet reaches to the destination.
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1.

INTRODUCTION

Wireless networks use some sort of radio frequencies in air to
transmit and receive data instead of using some physical cables.
Wireless networks are formed of routers and hosts. In a wireless
network, the routers are responsible for forwarding packets in the
network and hosts may be sources or sinks of data flows. The
fundamental difference between wired and wireless networks is the
way that the network components communicate. A wired network
relies on physical cables to transfer data. In a wireless network, the
communication between different network components can be either
wired or wireless. Since wireless communication does not have the
constraint of physical cables, it allows a certain freedom for the
hosts and/or routers in the wireless network to move. This is one of
the advantages of a wireless network.[1]
Network components in a wireless network communicate with each
others using wireless channels. The use of wireless networks has
become more and more popular. There exist two types of mobile
wireless networks.[2][3]



2.

Infra structured Networks
Infra structure less Networks

LITERATURE REVIEW

MANET consists of mobile nodes interconnected by multi hop
communications paths or radio links.[4] A MANET consists of
mobile platforms, known as nodes, which are free to move at any
speed in any direction and organize themselves randomly. The
nodes in the network function as routers, clients, and servers. These
nodes are constrained in power consumption, bandwidth, and
computational power. MANET lack central administration and prior
organization, so the security concerns are different than those that
exist in conventional networks. Wireless links make MANET more
susceptible to attacks. It is easier for hackers to eavesdrop and gain
access to confidential information. It is also easier for them to enter
or leave a wireless network because no physical connection is
required. They can also directly attack the network to delete
messages, inject false packets, or impersonate a node. This violates
the network’s goals of availability, integrity, authentication, and
non-repudiation. Compromised nodes can also launch attacks from
within a network. Security issues have been emphasized when
mobile ad hoc networks (MANET) are employed into military and
aerospace fields.[5]There exist several proposals that attempt to
architect a secure routing protocol for ad hoc networks, in order to
offer protection against the attacks. These proposed solutions are
either completely new stand-alone protocols, or in some cases
incorporations of security mechanisms into existing ones (like DSR
and AODV). The design of these solutions focuses on providing
countermeasures against specific attacks, or sets of attacks.
Furthermore, a common design principle in all the examined
proposals is the performance-security trade-off balance. The existing
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routing protocols based on the cryptographic techniques and digital The first receiver of the message to a distant node is some
signatures. In this chapter the following secure routing protocols for immediate neighbor of the source node. Therefore, it is necessary
MANET are described.[6][7]
that every node in the ad hoc network must be aware of its
immediate neighbors at every moment. To remain aware about its
 Authenticated Routing for Ad hoc Networks (ARAN)
neighbor nodes, a node in the network keeps on broadcasting hello
 ARIADNE
requests on the periodic basis and keeps on receiving the hello
 Secure ad hoc on demand routing protocol (SAODV)
 Secure Efficient Ad hoc Distance Vector Routing replies as well. Using these hello request and replies a node
in the ad hoc network constructs and maintains a table of its
(SEAD)
neighbors known as neighbor table. Since the nodes in the ad hoc
 Secure routing protocol (SRP)
networks are mobile the neighbor table keeps on changing with time.
Our proposal begins with the format for hello request packet as
shown in Fig. 4.1. [12]
ARAN
The Authenticated Routing for Ad hoc Networks (ARAN) protocol, Packet Type Source Address Power Status
proposed in [8], is a stand-alone solution for securing routing in ad
hoc networking environments. ARAN use cryptographic certificates
Figure 4.1: Hello Request Packet
in order to achieve the security goals of authentication and nonrepudiation. [9]
The hello request packet has three fields, namely packet type, source
ARAN is consisting of three operational stages: -certification, route address and power status. The packet type field denotes that it’s a
discovers process and shortens path assurance, first two are hello request packet, source address field is the identifier of the node
in the network which generated the hello request and power status
compulsory and the last one is optional.
Preliminary certification process: it requires the existence of a field indicates the current status of the power of the node issuing the
trusted certification authority (CA). Each node, before attempting to hello request. There is no destination address in this packet as hello
connect to the ad hoc network, must contact the certification request is a broadcast mechanism.
authority and request a certificate for its address and public key. The Hello reply is multiple unicast mechanism wherein a node responds
protocol assumes that each node knows a priori the public key of the to the node from whom it has received a hello request. The format of
certification authority. Each node receives exactly one certificate hello reply packet is shown in the Fig. 4.2.
after securely authenticating their identity to T.[10]
Route discovery process: It provides an end-to-end authentication.
This ensures that the intended destination was indeed reached. Each
node must maintain a routing table with entries that correspond to
the source-destination pairs that are currently active. The route
discovery packet (RDP) includes the certificate of the initiating
node, a nonce, a timestamp and the address of the destination node.
The initiating `node signs the RDP packet with its private key. Each
node validates the signature with the certificate, updates its routing
table with the neighbor from whom it received the RDP, signs it, and
forwards it to its neighbors after removing the certificate and the
signature of the previous node (but not the initiator’s signature and
certificate). The signature prevents malicious nodes from injecting
arbitrary route discovery packets that alter routes or form loops [11].

3. NEW PROPOSED SCHEME
The Communication in an ad hoc network is a multi hop
communication wherein a source node communicates with a distant
node using intermediate nodes in order to save the power. Thus the
major activity in an ad hoc network environment is to find a suitable
route such that the delivery of the message is ensured beyond doubt.
The route should be so chosen that all the nodes in the path are
trustworthy, non malicious, unselfish and the hop count is minimum.
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Figure 4.2: Hello Reply Packet
It has four fields: packet type, source address, destination address
and power status. The packet type field here is hello reply, source
address field contains the identification of the node from which the
reply packet originated, destination address field is the identification
of the node to which the packet has to be sent and the power status
field provides the current power status of the sender node.[13]
The proposed routing mechanism in this paper has modified the
conventional hello request and reply mechanism to include a new
feature called power status. This feature keeps a node aware about
the power status of neighboring nodes. Thus the neighbor table of a
node, in the proposed routing protocol, will have an additional entry
in form of power status of the neighboring node.
The knowledge about the power status of the neighbors helps a node
in avoiding a node which is very low in power and may drop the
packet in selfish manner to save the energy. A node in the ad hoc
network can have five power statuses: very low, low, medium, high,
very high with their ordinal values as 0, 1, 2, 3, 4 respectively.
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4. IMPLEMENTATION RESULTS
Average Power left per node in Normal Routing Protocol

Old Graphs:

Average Power left per node
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satisfactory indicating that the proposed protocol has feasible
implementation.
The testing of the protocol in the present work has been done in
isolated environment where conditions are not standard. However to
check the actual applicability of protocol it is mandatory to check
this protocol under an industrial standard environment. So that
actual rating of a proposal can be made. Such an environment can be
15
provided by standard software’s like NS2 and Qualnet. However to
20
test a protocol in NS2 and Qualnet the C++ code of the protocol has
25
30
to be physical augmented. The implementation of the protocol in
C++ has accomplished this task.[15]
15
20
Now, the future work is to customize this implementation so as to
25
create it augmentation compatibility with NS2 or Qualnet. Then the
30
proposed protocol can be actually tested in the standard condition
and its performance can be compared with the other existing routing
protocols.

New Graphs:
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