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Abstract: We all know cloud computing is one of the hottest word in IT world and it having huge demand in these
days. Some big IT companies like Google, IBM, Microsoft, Amazon, Yahoo and others develop cloud computing
systems and products related to it for customers. But still customers are having difficulties for adopting the cloud
computing, that is only because of the security issues exist in it. Data of the customers are stored and processed in
cloud, not in a local machine. Though cloud computing is considered mature for practical application, there is a
need for more research. So in this paper I have discussed some of the Security Issues and also provide some
solutions related to these problems
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1. INTRODUCTION

2. CLOUD: OVERVIEW

In the modern era of IT if we talk about the “Cloud
Computing” it is one of the hottest topics of the
industry. A lot can be done on this topic. If we talk
about the term “cloud” appears to have its origins in
network diagrams that represented the internet, or
various parts of it, as schematic clouds.
Cloud computing can be easily defined, there are
many definitions, which share the same common
denominator: the Internet. Cloud computing is a way
to use the Internet in the daily life from your PC and
Laptop. Cloud Computing came into action to know
what happens when our data is moved to internet that
is in “cloud”. [3] In the Figure 1 working of cloud is
explained that how it provides various services.

2.1Service Models [3]: -Once a cloud is established,
how its cloud computing services are deployed in
terms of business models can differ depending on
requirements. The primary service models being
deployed are commonly known as:
1)Software as a Service (SaaS) -In software as a
Service, service providers host applications and
clients access it through the World Wide Web. What
actually SaaS do to see that we can also see the
services provided by companies like Microsoft
(Microsoft Office 365) and (Google doc). The
service providers host all the programs and data in a
central location, and then customers can access it
through the World Wide Web. Software as a
serviceprovides the best cost savings over installed
software by eliminating the need for enterprises to
install and maintain hardware. Figure 2 is explaining
working of SaaS.

Figure 2: Software as a service [3]

Figure 1: Cloud Computing [3]
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2) Platform as a Service (PaaS) - In this cloud
providers deliver platforms, tools and other services
that helps customers to develop, deploys, and
manages their own applications, without installing
any of these platforms on their local machines. The
PaaS model may be hosted on top of IaaS model or
on top of the cloud infrastructures directly. Example
of PaaS is Google Apps and Microsoft Windows
Azure.
3) Infrastructure-as-a-service (IaaS) -In this cloud
providers provides the applications hosted on the
cloud infrastructure as internet based service for
customers, without any installation of the
applications on the customers’ computers. This
model may be hosted on top of PaaS, IaaS or directly
hosted on cloud infrastructure. Sales Force CRM is
an example of the provider.
Figure 3: Example of Hybrid Cloud[3]
2.2Deployment Models [3] Deploying cloud
computing can differ depending on requirements, and
we have the following four deployment models, each
with specific characteristics that support the needs of
the services and users of the clouds in particular
ways:1) Private Cloud — The cloud that is accessible only
from the inside of the any organization It means this
can be accessed by the authorized person who has the
access to use it only with in the limited area or inside
the organization.
2) Public Cloud — As the name suggests it’s
meaning itself i.e. the cloud that is available for all.
This can be accessed from anywhere at any time by
anyone. Like we have Google Drive we can store and
retrieve the data from anywhere at any time free of
cost.
3) Community Cloud — This type of cloud is made
for those organizations that have similar
requirements. This cloud is shared by number of
organizations it will reduce their cost as compare to
the Private Cloud but high cost than public cloud.
The operation may be in-house or with a third party
on the premises.
4) Hybrid Cloud — The cloud is combination of the
private and public clouds. It can have no. of public
and private clouds. Data of one cloud can be accessed
by the other cloud. The Figure 3 is showing how
hybrid cloud works.

2.3 Characteristics of Cloud Computing [3]:1) Shared Infrastructure: - In the cloud computing
we are having shared resources like storage and
networking. So Shared Infrastructure means we can
access the resources we want from the cloud with the
help of infrastructure provided to us.
2) Dynamic Provisioning: - It means its having the
capability to scale up his devices or we can say
infrastructure. Means user need not to worry about
the data.
For e.g.: Millions of people are uploading millions
of pictures on Facebook but they are not just worried
about it that where they are going. So Dynamic
provision means the Servers of Facebook will be
capable to store double of data next day. It should be
scalable.
3) Network Access: - It means user can access it
from anywhere. User just needs an internet
connection and he will be able to access it through
mobile, Laptop, PC, Tab etc.
4) Managed Metering: - It means user have to pay
for the amount of the services he/she is using from
the cloud providers. No extra charges will be there
even there will be a SLA between the consumer and
cloud provider.
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3. CLOUD SECURITY ISSUES
3.1 Data Security[2]
Cloud computing and web services as we all know
run on an open network so they can be attacked by
anyone on the network. In cloud computing as we all
know users' data is stored and processed in cloud.
Users cannot control cloud infrastructure managing
their data in case of public cloud, which causes
threats to the data. These security issues about users'
Data are showed as bellow:
1) Data Breach: -It mainly deals with two security
properties of data i.e. confidentiality and Integrity.
Confidentiality allows only authorized parties or
systems with the ability to access the protected data.
Integrity deals with protecting data from
unauthorized deletion, fabrication or modification.
2) Data lock-in: It means the customer cannot well
shift from a one vendor to another. It may lose users'
data, which afraid users from adapting cloud
computing. Coghead is one example of a cloud
platform whose shutdown left customers scrambling
to rewrite their applications to run on a different
platform. The solution is to standardize cloud
Application Programming Interface (API), for
instance GoGrid API
3) Data Remanence: Data remanence is the residual
representation of data that have been in some way
nominally removed. In private cloud it gives very less
security threats; however in public cloud it can cause
several security issues because of the open
environment, especially in an IaaS layer.
4) Data Recovery: - An incident such as a server
breakdown may cause damage or loss to users' data.
To avoid this kind of loss, data should be backed up
should be recovered in future. Cloud users can keep a
backup of critical data on a local computer.
5) Data Locality: In a cloud environment the
customer does not aware about the data where it is
stored, which may be an issue. To avoid this kind of
sensitive information, data privacy laws in many
countries such as some Europe countries forbid some
types of data to leave the country, which makes
locality of data be an extremely important
consideration in much enterprise architecture.
3.2 Service Provider Security Issues[1]
1) Identity and Access Management
Identity and Access Management (lAM) features are

Authorization, Authentication, and Auditing (AAA)
of users accessing cloud services. In any enterprise
"trust boundary" is mostly still and is monitored and
controlled for applications which are deployed within
the enterprise's perimeter. In a private data center, it
managed the trust boundary encompasses the
network, systems, and applications and it is secured
with help of network security controls including
intrusion prevention systems (IPSs), intrusion
detection systems (IDSs), virtual private networks
(VPNs), and multifactor authentication.
2) Privacy
Privacy is the one of the Security issue in cloud
computing. Personal information regulations vary
across the world and number of restrictions placed by
number of countries whether it stored outside of the
country. For a cloud service provider, in every
jurisdiction a single level of service that is
acceptable. Based on contractual commitments data
can store within specific countries for privacy
regulations, but this is difficult to verify.
3) Audit and Compliance
An organization implements the Audit and
compliance to the internal and external processes that
may fallow the requirements classification with
which it must stand and the requirements are
customer contracts, laws and regulations, driven by
business objectives, internal corporate policies and
check or monitor all such policies, procedures, and
processes are without fail. In traditional Out sourcing
relationships plays an important role for Audit and
compliance. In Cloud dynamic nature, increase the
importance of these functions in Platform as-a service
(PaaS), Infrastructure-as-a-service (laaS), and
Software-as-a- service (SaaS) environments.
3.3 Infrastructure Security Issues [1]
1) Securing Data-Storage
In Cloud computing protecting data is one of the
most important security issues. In this, it dealswith
the way in which data is accessed and stored, audit
requirements, compliance notification requirements,
issues involving the cost of data breaches, and
damage to brand value. In the cloud storage
infrastructure, regulated and sensitive data needs to
be properly segregated. In the service provider's
datacenter, protecting data privacy and managing
compliance are critical by using encrypting and
managing encryption keys of data in transfer to the
cloud.

Page 17

www.ijaret.org

Vol. 2, Issue III, March 2014
ISSN 2320-6802

INTERNATIONAL JOURNAL FOR ADVANCE RESEARCH IN
ENGINEERING AND TECHNOLOGY
WINGS TO YOUR THOUGHTS…..
ends, the type of data returned to the
company?
What happens if the service contract
withdrawn? How data will be handled and
returned to the company?
How the service uses event logs and who
actually has access to the data on the
backend?
Who will check the security of cloud
providers?
In terms of service availability, can you get
your vendor to sign a service-level
agreement?
How much safe is data from Natural
disaster?
Is it possible for all of my data to be fully
encrypted?
What algorithms are used? Who holds,
maintains and issues the keys?
How much trusted is Encryption scheme of
Service Provider?

2) Network and Server
Server-Side Protection: Virtual servers and
applications, very like their non-virtual counterparts,
have to be compelled to be secured in IaaS clouds,
each physically and logically. Example, virtual
firewalls are often used to isolate teams of virtual
machines from different hosted teams, like
production systems from development systems or
development systems from different cloud-resident
systems.
3.4 End User Security Issues[1]
1) Browser Security
In a Cloud computing, remote servers are used for
Computation. The client nodes are used for
input/output operations only, and for authorization
and authentication of information to the Cloud. A
standard Web browser is platform in-dependent client
software useful for all users throughout the world.
This can be categorized into different types: Software
as- a-Service (SaaS), Web applications, or Web 2.0.
TLS is used for data encryption and host
authentication
2) Authentication
In the cloud computing, the primary basis for access
control is user authentication and access control are
more important than ever since the cloud and all of
its data are accessible to all over the Internet. Trusted
Platform Module (TPM) is a widely available and
stronger authentication than username and
passwords. Trusted Computing Groups (TCG's) is IFMAP standard about authorized users and other
security issue in real-time communication between
the cloud provider and the customer.

5. CONCLUSIONS AND FUTURE
WORK
In this paper, I mentioned various types of issues
related to the cloud security which is showing that
consumers are not adopting Cloud Computing due to
lack of trust. So in this paper I mentioned a solution
to make this technology trustworthy among various
consumers i.e. Service Level Agreement. In future
we will try to work practically on the issues.
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